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1. ABSTRACT

The current trend to do as many things as possible using mobile devices prompted the University of
Malaga Central ICT Services to plan the development of mobile apps that would allow access to
student data stored in the student management systems. Allowing access to personal data required
strong authentication of the users and a secure way of storing credentials in otherwise insecure
devices. Most mobile devices used by the student population have cameras that can scan QR codes
and act on them. So, inserting a QR scan in the application installation process was an easy way to
go. The initial application is able to send alerts to the registered handsets and allow for reviewing
published exams results. The app got over two thousand registered devices in five days.

2. REQUIREMENTS

The main requirements for the system were:

e Offer secure access from mobile applications to web services providing business logic
functions of various University ICT systems. Initially, the student management system for
publishing examination results.

e Send notifications to the registered handsets with ability to discriminate individual users and
groups.

e The users should not enter their University credentials in the handset, as the University is
trying to train the users into not entering their credentials in any place different from
Identity Provider, as part of a phishing awareness campaign.

o Create a registration process that is as user friendly as possible.

o Be platform neutral. This requirement had to be postponed if we wanted to be ready for the
first semester exam results, because we already had a trained Android developer at hand for
a first proof of the concept.

3. ADOPTED SOLUTION

OAuth was adopted as the access control method for protecting web services because the protocol
does not require the user credentials to be stored in the mobile device and because there are
available implementations in many programming languages. The problem was how to associate the
user identity to the OAuth tokens.

QR codes are ubiquitous and Android users are trained to use them, as many applications are
published with installation URLs as QR codes in web pages. So, we decided that the OAuth tokens
would be presented in a WebSSO (Web Single Sign On) protected page inside our identity panel as a
QR code that the application would scan. This will be the only data stored in the mobile device and,
if the user decides so, protected by a PIN code.
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The Android system sends alerts using the WebSockets protocol, so the system has a server for such
protocol and the application registers its location with the OS once installed. Thus, every time the
device is connected to the Internet, a connection is established to the notifications server and the
user receives any pending and subsequent alerts.

Then, the flow for using the application is as follows:

e User connects to the University identity management panel using her normal credentials for
the WebSSO,

e Finds the list of the available mobile applications.

e Selects an application to install in a device. It is possible to have several devices associated
to one user for any given app.

e Either the application has been already installed in the device or a QR code with the
installation URL is presented.

e The first time the application is run, it gives instructions on how to reach the registration
page and offers a "scan” button.

e The user informs the registration page that he is ready to register the application and taps
the "scan” button on the device.

e The code is scanned associating the user and the handset, providing visual feedback both on
the device and the registration page.

e The application is ready to access the user information without further requiring any
credentials.

At any time the user can revoke access either from the device or from the registration page, for
example, if she forgets the PIN or the device is lost. Registrations can be limited in time according
to institution policy and application requirements.

4. RESULTS

The first application has been taken from the concept to deployment in less than three months,
really much less, as the period included the Christmas break that lasts for two weeks in Spain. All
requirements have been met except the platform neutrality.

Teachers now have the ability to notify students when any results are available or send any other
kinds of messages with delivery acknowledgement and a certain degree of immediacy.

User feedback has been very encouraging and adoption has been fast paced, with over five thousand
installations in the first two days of availability and over two thousand continuous connected devices
in five days after release.

5. FUTURE

The main objective for the near future is to port the application to a development system that will
allow for platform neutrality, most probably using PhoneGap. Once this has been achieved, the next
step will be to increase the number of applications and services. Further into the future, the idea is
to offer a skeleton application to anyone willing to offer identified services to members of the
University.
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